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What is spyware? 
Spyware is a type of malicious software -- or malware -- that is installed on a computing device
without the end user's knowledge. It invades the device, steals sensitive information and
internet usage data, and relays it to advertisers, data firms or external users. Any software can
be classified as spyware if it is downloaded without the user's authorization. Spyware is
controversial because, even when it is installed for relatively innocuous reasons, it can violate
the end user's privacy and has the potential to be abused. Spyware is one of the most common
threats to internet users. Once installed, it monitors internet activity, tracks login credentials
and spies on sensitive information. The primary goal of spyware is usually to obtain credit card
numbers, banking information and passwords. But spyware can also be used to track a
person's location, as is the case with stalkerware. Often installed secretly on mobile phones by
jealous spouses, ex-partners and even concerned parents, this type of spyware can track the
physical location of the victim, intercept their emails and texts, eavesdrop on their phone calls
and record conversations, and access personal data, such as photos and videos. Spyware can
be difficult to detect; often, the first indication a user has that a computing device has been
infected with spyware is a noticeable reduction in processor or network connection speeds and
-- in the case of mobile devices -- data usage and battery life. Antispyware tools can be used to
prevent or remove spyware. They can either provide real-time protection by scanning network
data and blocking malicious data, or they can execute scans to detect and remove spyware
already on a system. 
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Types of spyware
Spyware is not just one type of program. It is an entire category
of malware that includes adware, keyboard loggers, Trojans and
mobile information-stealing programs.

How does spyware work? 
Spyware can make its way onto a device without the end user's knowledge via an app install package,
file attachment or malicious website. In its least damaging form, spyware exists as an application that
starts up as soon as the device is turned on and continues to run in the background. Its presence will
steal random access memory and processor power and could generate infinite pop-up ads, effectively
slowing down the web browser until it becomes unusable. Spyware may also reset the browser's
homepage to open to an ad every time or redirect web searches and control the provided results,
making the search engine useless. Additionally, spyware can change the computer's dynamic link
libraries, which are used to connect to the internet, resulting in connectivity failures that can be hard
to diagnose. At its most damaging, spyware will track web browsing history, passwords and other
private information, such as email addresses, credit card numbers, personal identification numbers or
banking records. All of this information can be gathered and used for identity theft or sold to third
parties. Information can be collected using keyloggers and screen captures. Spyware can also secretly
make changes to a device's firewall settings, reconfiguring the security settings to allow in even more
malware. Some forms of spyware can even identify when the device is trying to remove it from the
Windows registry and will intercept all attempts to do so. 

How do you prevent spyware?
Maintaining strict cybersecurity practices is the best way to prevent spyware. Some best
practices include the following:

only downloading software from trusted sources; 
reading all disclosures when installing software; 
avoiding interactions with pop-up ads; 
staying current with updates and patches for browser, operating system (OS) and
application software; 
not opening email attachments or clicking on links from unknown senders; 
using only trusted antivirus software and reputable spyware tools; 
and enabling two-factor authentication (2FA) whenever possible.

How do you remove spyware? 
In order to remove spyware, device owners must first identify that the spyware exists in their
system. There are several symptoms to look for that can signify the presence of an attack.
Indicators include the following:

The device runs slower than normal. 
The device consistently crashes. 
Pop-up ads appear whether the user is online or offline. 
The device starts running out of hard drive (HD) space.
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What are common examples of spyware?
Well-known examples of spyware include the following:

CoolWebSearch uses security vulnerabilities found in Internet Explorer to take
control, change settings and send browsing information to spyware authors. 
DarkHotel is a targeted spear sphishing spyware that selectively attacks business
hotel visitors through the hotel's Wi-Fi network. 
Emotet was one of the most prevalent threats in the 2010s. It acted as a Trojan that
stole banking credentials from its victims. 
Gator is commonly found in file sharing software. It monitors a victim's web
browsing habits to present the user with better-targeted ads. 
TIBS Dialer disconnects the user's computer from local phone lines and connects it
to a toll number designed for accessing pornographic websites. 
Zlob downloads itself onto a computer to record keystrokes and search a user's
browsing history.

Antispyware tools
Some antispyware tools only perform when the scan is
manually started, while others are continuously running
and monitoring computer activity to ensure spyware
cannot record the user's information. Users should be
cautious when downloading antispyware tools and only
download tools from reputable sites. Product reviews
can also help users determine which tools are safest.
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What Is a Blockchain?
A blockchain is a distributed database or ledger that is shared among the nodes of a computer
network. As a database, a blockchain stores information electronically in digital format.
Blockchains are best known for their crucial role in cryptocurrency systems, such as Bitcoin,
for maintaining a secure and decentralized record of transactions. The innovation with a
blockchain is that it guarantees the fidelity and security of a record of data and generates trust
without the need for a trusted third party.
One key difference between a typical database and a blockchain is how the data is structured.
A blockchain collects information together in groups, known as blocks, that hold sets of
information. Blocks have certain storage capacities and, when filled, are closed and linked to
the previously filled block, forming a chain of data known as the blockchain. All new
information that follows that freshly added block is compiled into a newly formed block that
will then also be added to the chain once filled.
A database usually structures its data into tables, whereas a blockchain, as its name implies,
structures its data into chunks (blocks) that are strung together. This data structure inherently
makes an irreversible timeline of data when implemented in a decentralized nature. When a
block is filled, it is set in stone and becomes a part of this timeline. Each block in the chain is
given an exact timestamp when it is added to the chain.
How Does a Blockchain Work?
The goal of blockchain is to allow digital information to be recorded and distributed, but not
edited. In this way, a blockchain is the foundation for immutable ledgers, or records of
transactions that cannot be altered, deleted, or destroyed. This is why blockchains are also
known as a distributed ledger technology (DLT).
First proposed as a research project in 1991, the blockchain concept predated its first
widespread application in use: Bitcoin, in 2009. In the years since, the use of blockchains has
exploded via the creation of various cryptocurrencies, decentralized finance (DeFi)
applications, non-fungible tokens (NFTs), and smart contracts.
Blockchain Decentralization
Imagine that a company owns a server farm with 10,000 computers used to maintain a
database holding all of its client’s account information. This company owns a warehouse
building that contains all of these computers under one roof and has full control of each of
these computers and all of the information contained within them. This, however, provides a
single point of failure. What happens if the electricity at that location goes out? What if its
Internet connection is severed? What if it burns to the ground? What if a bad actor erases
everything with a single keystroke? In any case, the data is lost or corrupted.
What a blockchain does is to allow the data held in that database to be spread out among
several network nodes at various locations. This not only creates redundancy but also
maintains the fidelity of the data stored therein—if somebody tries to alter a record at one
instance of the database, the other nodes would not be altered and thus would prevent a bad 
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Transparency Because of the decentralized nature of Bitcoin’s blockchain, all transactions can
be transparently viewed by either having a personal node or using blockchain explores that
allow anyone to see transactions occurring live. Each node has its own copy of the chain that
gets updated as fresh blocks are confirmed and added. This means that if you wanted to, you
could track Bitcoin wherever it goes. For example, exchanges have been hacked in the past,
where those who kept Bitcoin on the exchange lost everything. While the hacker may be
entirely anonymous, the Bitcoins that they extracted are easily traceable. If the Bitcoins stolen
in some of these hacks were to be moved or spent somewhere, it would be known.Of course,
the records stored in the Bitcoin blockchain (as well as most others) are encrypted. This means
that only the owner of a record can decrypt it to reveal their identity (using a public- private key
pair). As a result, users of blockchains can remain anonymous while preserving transparency.
How Are Blockchains Used? 
As we now know, blocks on Bitcoin’s blockchain store data about monetary transactions. Today,
there are more than 10,000 other cryptocurrency systems running on blockchain. But it turns
out that blockchain is actually a reliable way of storing data about other types of transactions
as well.Some companies that have already incorporated blockchain include Walmart, Pfizer,
AIG, Siemens, Unilever, and a host of others. For example, IBM has created its Food Trust
blockchain to trace the journey that food products take to get to their locations.

actor from doing so. If one user tampers with Bitcoin’s record of transactions, all other nodes
would cross-reference each other and easily pinpoint the node with the incorrect information.
This system helps to establish an exact and transparent order of events. This way, no single
node within the network can alter information held within it. Because of this, the information
and history (such as of transactions of a cryptocurrency) are irreversible. Such a record could
be a list of transactions (such as with a cryptocurrency), but it also is possible for a blockchain
to hold a variety of other information like legal contracts, state identifications, or a company’s
product inventory. 
Transaction Process
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Why do this? The food industry has seen countless outbreaks of E. coli, salmonella, and listeria,
as well as hazardous materials being accidentally introduced to foods. In the past, it has taken
weeks to find the source of these outbreaks or the cause of sickness from what people are
eating. Using blockchain gives brands the ability to track a food product’s route from its origin,
through each stop it makes, and finally, its delivery. If a food is found to be contaminated, then
it can be traced all the way back through each stop to its origin. Not only that, but these
companies can also now see everything else it may have come in contact with, allowing the
identification of the problem to occur far sooner and potentially saving lives. This is one
example of blockchain in practice, but there are many other forms of blockchain
implementation. Pros and Cons of Blockchain For all of its complexity, blockchain’s potential
as a decentralized form of record-keeping is almost without limit. From greater user privacy and
heightened security to lower processing fees and fewer errors, blockchain technology may very
well see applications beyond those outlined above. But there are also some disadvantages. 

Pros

Improved accuracy by removing human involvement in verification
Cost reductions by eliminating third-party verification
Decentralization makes it harder to tamper with
Transactions are secure, private, and efficient
Transparent technology
Provides a banking alternative and a way to secure personal information for citizens of
countries with unstable or underdeveloped governments

Cons
Significant technology cost associated with mining bitcoin
Low transactions per second
History of use in illicit activities, such as on the dark web
Regulation varies by jurisdiction and remains uncertain
Data storage limitations

What Is a Blockchain in Simple Terms? 
Simply put, a blockchain is a shared database or ledger. Pieces of data are stored in data
structures known as blocks, and each node of the network has an exact replica of the entire
database. Security is ensured since if somebody tries to edit or delete an entry in one copy of
the ledger, the majority will not reflect this change and it will be rejected. 
How Many Blockchains Are There? 
The number of live blockchains is growing every day at an ever-increasing pace. As of 2022,
there are more than 10,000 active cryptocurrencies based on blockchain, with several hundred
more non-cryptocurrency blockchains. 
What’s the Difference Between a Private Blockchain and a Public Blockchain? 
A public blockchain, also known as an open or permissionless blockchain, is one where anybody
can join the network freely and establish a node. Because of their open nature, these
blockchains must be secured with cryptography and a consensus system like proof of work
(PoW). A private or permissioned blockchain, on the other hand, requires each node to be
approved before joining. Because nodes are considered to be trusted, the layers of security do
not need to be as robust.
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Who Invented Blockchain? Blockchain technology was first outlined in 1991 by Stuart Haber
and W. Scott Stornetta, two mathematicians who wanted to implement a system where
document timestamps could not be tampered with. In the late 1990s, Cypherpunk Nick Szabo
proposed using a blockchain to secure a digital payments system, known as bit gold (which was
never implemented). 
The Bottom Line 
With many practical applications for the technology already being implemented and explored,
blockchain is finally making a name for itself in no small part because of bitcoin and
cryptocurrency. As a buzzword on the tongue of every investor in the nation, blockchain stands
to make business and government operations more accurate, efficient, secure, and cheap, with
fewer middlemen. As we prepare to head into the third decade of blockchain, it’s no longer a
question of if legacy companies will catch on to the technology—it’s a question of when. Today,
we see a proliferation of NFTs and the tokenization of assets. The next decades will prove to be
an important period of growth for blockchain.
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What Is Cybersecurity? 
Cybersecurity is the practice of protecting systems, networks, and programs from digital attacks.
These cyberattacks are usually aimed at accessing, changing, or destroying sensitive information;
extorting money from users; or interrupting normal business processes. Implementing effective
cybersecurity measures is particularly challenging today because there are more devices than
people, and attackers are becoming more innovative 
What is cybersecurity all about? 
A successful cybersecurity approach has multiple layers of protection spread across the
computers, networks, programs, or data that one intends to keep safe. In an organization, the
people, processes, and technology must all complement one another to create an effective
defense from cyber attacks. A unified threat management system can automate integrations
across select Cisco Security products and accelerate key security operations functions: detection,
investigation, and remediation. 
People 
Users must understand and comply with basic data security principles like choosing strong
passwords, being wary of attachments in email, and backing up data. Learn more about basic
cybersecurity principles. 
Processes 
Organizations must have a framework for how they deal with both attempted and successful cyber
attacks. One well-respected framework can guide you. It explains how you can identify attacks,
protect systems, detect and respond to threats, and recover from successful attacks. Watch a
video explanation of the NIST cybersecurity framework (1:54) 
Technology 
Technology is essential to giving organizations and individuals the computer security tools needed
to protect themselves from cyber attacks. Three main entities must be protected: endpoint devices
like computers, smart devices, and routers; networks; and the cloud. Common technology used to
protect these entities include next-generation firewalls, DNS filtering, malware protection, antivirus
software, and email security solutions. 
Why is cybersecurity important? 
In today’s connected world, everyone benefits from advanced cyberdefense programs. At an
individual level, a cybersecurity attack can result in everything from identity theft, to extortion
attempts, to the loss of important data like family photos. Everyone relies on critical infrastructure
like power plants, hospitals, and financial service companies. Securing these and other
organizations is essential to keeping our society functioning. Everyone also benefits from the work
of cyberthreat researchers, like the team of 250 threat researchers at Talos, who investigate new
and emerging threats and cyber attack strategies. They reveal new vulnerabilities, educate the
public on the importance of cybersecurity, and strengthen open source tools. Their work makes
the Internet safer for everyone.
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Types of cybersecurity threats
Phishing 
Phishing is the practice of sending fraudulent emails that resemble emails from reputable
sources. The aim is to steal sensitive data like credit card numbers and login information. It’s the
most common type of cyber attack. You can help protect yourself through education or a
technology solution that filters malicious emails. 
Ransomware 
Ransomware is a type of malicious software. It is designed to extort money by blocking access to
files or the computer system until the ransom is paid. Paying the ransom does not guarantee
that the files will be recovered or the system restored. 
Malware 
Malware is a type of software designed to gain unauthorized access or to cause damage to a
computer. 
Social engineering 
Social engineering is a tactic that adversaries use to trick you into revealing sensitive
information. They can solicit a monetary payment or gain access to your confidential data. Social
engineering can be combined with any of the threats listed above to make you more likely to
click on links, download malware, or trust a malicious source.
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